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Whoami



Raspberry Pi
Raspberry Pi OS (64-bit)

(previously called Raspbian)

https://www.raspberrypi.com

https://sospedia.net/tu-propia-vpn-con-una-raspberry-pi/

https://www.raspberrypi.com/
https://sospedia.net/tu-propia-vpn-con-una-raspberry-pi/


Wifi invitados



Wifi normal



Raspberry Pi Imager
the quick and easy way to install Raspberry Pi OS and other operating systems to a microSD card, ready to use with your Raspberry Pi

https://www.raspberrypi.com/software/

https://www.raspberrypi.com/software/




pi-hole.net

Pi-hole is a Linux network-level advertisement and
Internet tracker blocking application which acts as
a DNS sinkhole and optionally a DHCP server,
intended for use on a private network.

https://pi-hole.net/


Network-wide ad blocking via your own Linux 
hardware

https://github.com/pi-hole/pi-hole/#one-step-automated-install

One-Step Automated Install

Those who want to get started quickly and conveniently may 
install Pi-hole using the following command:

curl -sSL https://install.pi-hole.net | bash

https://github.com/pi-hole/pi-hole/#one-step-automated-install


http://192.168.1.253/admin/

• Pi-hole is a Linux network-level advertisement and 
Internet tracker blocking application which acts as a 
DNS sinkhole and optionally a DHCP server, 
intended for use on a private network.

http://192.168.1.253/admin/




# [amazon-adsystem.com]

0.0.0.0 amazon-adsystem.com

0.0.0.0 aax.amazon-adsystem.com

0.0.0.0 aax-eu-retail-direct.amazon-adsystem.com

0.0.0.0 aax-fe.amazon-adsystem.com

0.0.0.0 aax-fe-sin.amazon-adsystem.com

0.0.0.0 browser.pipe.aria.microsoft.com

0.0.0.0 mobile.pipe.aria.microsoft.com

0.0.0.0 v10c.events.data.microsoft.com

0.0.0.0 web.vortex.data.microsoft.com

0.0.0.0 sqm.telemetry.microsoft.com

0.0.0.0 telecommand.telemetry.microsoft.com

0.0.0.0 watson.telemetry.microsoft.com

0.0.0.0 ns1.microsoftonlines.net

0.0.0.0 ns2.microsoftonlines.net

0.0.0.0 update.microsoftonlines.net

# [tiktok.com]

0.0.0.0 analytics.tiktok.com

# [tiktokv.com]

0.0.0.0 log-va.tiktokv.com

0.0.0.0 mon.tiktokv.com

0.0.0.0 mon-va.tiktokv.com

#=====================================
# Title: Hosts contributed by Steven Black
# http://stevenblack.com



Use Pi-hole 
as your DNS 

server



Use Pi-hole 
as your DNS 

server

Si tenemos pi-hole en la IP 192.168.1.253



Use Pi-hole 
as your DNS 

server

Ahora podríamos ir equipo por equipo diciéndole que use como servidor DNS la IP 192.168.1.253

ipconfig /flushdns
ipconfig /release
ipconfig /renew
ipconfig /registerdns

https://d3ward.github.io/toolz/adblock.html

Testear antes y después aquí:

https://d3ward.github.io/toolz/adblock.html


Use Pi-hole 
as your DNS 

server

Ahora podríamos ir equipo por equipo diciéndole que use como servidor DNS la IP 192.168.1.253

• Pero y los Smart TV? 
• ¿Las Android Boxes? 
• ¿Los Alexa? 
• ¿Los Google? 
• ¿Y todo el IOT?

2 opciones

1 - low profile
En el Router especificar ese DNS como primario

2 - wide spectrum
Habilitamos el DHCP del Router para activarlo en Pi-hole.

Y los móviles, 
¿tienen para decirle que DNS utilizar?



Use Pi-hole as your 
DNS server (3 pasos)

Advanced IP Scanner – Explorador de redes de descarga gratuita. 
(advanced-ip-scanner.com)

2 Establece DNS en Router

1 Localiza la Pi
3 Comprueba en 
los clientes

1 - low profile
En el Router especificar ese DNS como primario

https://www.advanced-ip-scanner.com/es/download/
https://www.advanced-ip-scanner.com/es/download/


Use Pi-hole as your 
DHCP server too

OJO: No pueden haber 2 DHCP 
en la misma LAN

2 - wide spectrum



Use Pi-hole as your 
DHCP server too

OJO: No pueden haber 2 DHCP 
en la misma LAN

2 - wide spectrum



Use Pi-hole as your 
DHCP server too

2ª Forma de configuración
Ser el propio servidor DHCP de la red

Resetear conexiones de:
- PC
- Portátil
- Móvil
- Tablet
- Apagar y encender las TV, los Alexa, los Google, todo

ipconfig /flushdns
ipconfig /release
ipconfig /renew
ipconfig /registerdns



Resultado

dependiendo de la configuración

https://d3ward.github.io/toolz/adblock.html

https://d3ward.github.io/toolz/adblock.html


ssh

ssh falken@jblancov.ddns.net

ssh -p 22 falken@jblancov.ddns.net

ssh -p 443 falken@jblancov.ddns.net

Túnel de viento

ssh -p 443 -N -D 8081 falken@jblancov.ddns.net



Dos cosas en el router
1. DDNS

2. NAT

https://www.noip.com/1 - registro en noip
2 - reserva de nombre de host en noip, 
digamos jblancov.ddns.net
3 - inicio de sesión en noip desde el router
4 - especificar el nombre de host en el router



Dos cosas en el router

1. DDNS

2. NAT



Dos cosas en el router

1. DDNS

2. NAT

ssh -p 443 falken@jblancov.ddns.net

Ahora en el router, cuando ya funciona DDNS
Abrimos el puerto 443 a la WAN, y lo
redirigimos al puerto LAN 22 (estándar ssh
donde esta escuchando la raspberry pi, o
mejor el servidor opensshd que se instala en la
misma)

¿ Y por qué 443 ?



Conexión SSH 
desde el interior

ssh falken@192.168.1.253

ssh –p 22 falken@192.168.1.253



Conexión SSH desde el exterior
ssh -p 443 falken@jblancov.ddns.net



Túnel desde el exterior

¿Qué permite?

2 cosas

• Proxy web localhost:8081

• Navegar protegido, nos hace de proxy la propia Raspberry Pi que 
alberga pi-hole. 

ssh -p 443 -N -D 8081 falken@jblancov.ddns.net



Túnel desde el exterior

¿Qué permite? Proxy web + Protección pihole.

localhost:8081

Proxy 

ssh -p 443 -N -D 8081 falken@jblancov.ddns.net



Túnel desde el exterior

¿Qué permite? Proxy web + Protección pihole.

ssh -p 443 -N -D 8081 falken@jblancov.ddns.net



Túnel desde el exterior

sudo sysctl net.ipv4.ip_forward=1

ssh -p 443 -N -D 8081 falken@jblancov.ddns.net

Me guardé un AS en la manga:

IP forwarding in Linux refers to setting your Linux to accept
incoming network packets and forwarding them to another network



VPS CLOUD



VPS CLOUD

Tipo: Servidor Cloud S 
CPU: 1 vCore
RAM: 0.5 GB 
SSD: 10 GB 



Dominio



https://ctfonline.es

https://ctfonline.es/


https://ctfonline.es

https://ctfonline.es/


http://sid.ctfonline.es

http://sid.ctfonline.es/


http://sid.ctfonline.es

http://sid.ctfonline.es/


http://sid.ctfonline.es

http://sid.ctfonline.es/


http://sid.ctfonline.es

http://sid.ctfonline.es/


http://sid.ctfonline.es

http://sid.ctfonline.es/




Ataques y más
tcp 0   1097 82.223.205.240:22       61.177.173.37:61891     ESTABLISHED 9309/sshd: [accepte
tcp 0   1098 82.223.205.240:22       61.177.173.49:47477     FIN_WAIT1   -
tcp 0    340 82.223.205.240:22       79.116.27.93:53929      ESTABLISHED 819/sshd: root@pts/



Ataques y más

Anywhere DENY        61.177.173.37
Anywhere DENY        61.177.173.49
Anywhere DENY        61.177.172.124
Anywhere DENY        61.177.172.19
Anywhere DENY        61.177.173.39
Anywhere DENY        61.177.173.51
Anywhere DENY        61.177.173.48
Anywhere DENY        61.177.173.53https://ipgeolocation.io/

"ip": 61.177.173.37
"country_name": China
"state_prov": Jiangsu
"city": Lianyungang
"latitude": 34.54215
"longitude": 118.77145
"time_zone": Asia/Shanghai
"isp": China Telecom
"currency": Yuan Renminbi
"country_flag": 

cat firewall.sh
ufw allow Apache
ufw allow OpenSSH
ufw allow Apache Secure
ufw enable

root@sid:~# cat look.sh
netstat -tunap
ufw status
read -p "¿Ban IP? _" ban
if [ "$ban" == "S" ];then

read -p "IP:" ip
ufw deny from $ip to any

fi

root@sid:~#
https://github.com/MatthewClarkMay/geoip-attack-map

https://ipgeolocation.io/
https://github.com/MatthewClarkMay/geoip-attack-map


Copias de seguridad
root@sid:~# ls
copias  firewall.sh  historialroot_20230302.txt  historial_webmaster.txt  look.sh
root@sid:~# ls -l copias/
total 4
-rwxr--r-- 1 root root 379 Feb  4 22:02 copias.sh
root@sid:~# cat ./copias/copias.sh
mysqldump -y --user=falken --password=xDxD mellivora > /root/copias/`date +%F`-mellivora.sql
tar -cz --absolute-names --totals -f /root/copias/`date +%F`-var.www.mellivora.tar.gz /var/www/mellivora
tar -cz --absolute-names --totals -f /root/copias/`date +%F`-etc.tar.gz /etc
chown falken:falken /root/copias/`date +%F`-*
mv /root/copias/`date +%F`-* /home/falken/copias

root@sid:~#



root@sid:~# crontab -l
# Edit this file to introduce tasks to be run by cron.
#
# Each task to run has to be defined through a single line
# indicating with different fields when the task will be run
# and what command to run for the task
#
# To define the time you can provide concrete values for
# minute (m), hour (h), day of month (dom), month (mon),
# and day of week (dow) or use '*' in these fields (for 'any').
#
# Notice that tasks will be started based on the cron's system
# daemon's notion of time and timezones.
#
# Output of the crontab jobs (including errors) is sent through
# email to the user the crontab file belongs to (unless redirected).
#
# For example, you can run a backup of all your user accounts
# at 5 a.m every week with:
# 0 5 * * 1 tar -zcf /var/backups/home.tgz /home/
#
# For more information see the manual pages of crontab(5) and cron(8)
#

# m h  dom mon dow command
03 22 * * * /root/copias/copias.sh | mail -s "Backup report" info@ctfonline.es

crontab



root@sid:~# nano /root/copias/copias.sh
root@sid:~# date
Sat 04 Feb 2023 10:01:17 PM CET
root@sid:~# crontab -e
crontab: installing new crontab

falken@sid:~$ mkdir copias
falken@sid:~$ date
Sat 04 Feb 2023 10:03:19 PM CET
falken@sid:~$ ls copias/ -l
total 8280
-rw-r--r-- 1 falken falken 584938 Feb  4 22:03 2023-02-04-etc.tar.gz
-rw-r--r-- 1 falken falken 124675 Feb  4 22:03 2023-02-04-mellivora.sql
-rw-r--r-- 1 falken falken 7765610 Feb  4 22:03 2023-02-04-var.www.mellivora.tar.gz
falken@sid:~$ exit
logout
Connection to sid.ctfonline.es closed.

Crontab
copia de 

seguridad



jose@Colossus /cygdrive/d

$ scp -i /cygdrive/d/claves_ssh/id_rsa.sid.ctfonline.es 
falken@sid.ctfonline.es:/home/falken/copias/* /cygdrive/d/backup_vps/
Enter passphrase for key '/cygdrive/d/claves_ssh/id_rsa.sid.ctfonline.es':
2023-02-04-etc.tar.gz                                                                                                           
100%  571KB   2.5MB/s   00:00
2023-02-04-mellivora.sql                                                                                                        
100%  122KB   2.0MB/s   00:00
2023-02-04-var.www.mellivora.tar.gz                                                                                             
100% 7584KB   5.5MB/s   00:01

$ ls /cygdrive/d/backup_vps/
2023-02-04-etc.tar.gz  2023-02-04-mellivora.sql  2023-02-04-var.www.mellivora.tar.gz

copia de 
seguridad

Origen

Destino

Y desde casa... Me traigo las copias …

¿Y con otro crontab aquí en casa podría 
automatizar esto?



Defensa del server: Fail2ban + ufw
ufw enable
ufw deny from 61.177.173.37 to any
ufw deny from 61.177.173.49 to any

ufw app list
ufw allow Apache
ufw allow OpenSSH
ufw status

apt install fail2ban
service fail2ban status

cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local

nano /etc/fail2ban/jail.local
service fail2ban restart
service fail2ban status
cat /var/log/fail2ban.log

fail2ban-server --test
fail2ban-client –test

fail2ban-server --status
fail2ban-server –dp

fail2ban-client status
fail2ban-client status sshd



Y en nuestros equipos

• Cifrad el contenido del disco

• Vigilad que compartís

• Mirad qué usuarios tenéis activos

• Usad un antimalware

• Trabajad como usuario NO administrador

• Usad el sentido común y el 2FA en todo lo que podáis





Subsistema de Windows para Linux ya está disponible en Microsoft Store.
Puedes actualizar ejecutando "wsl.exe --update" o visitando https://aka.ms/wslstorepage
Instalar WSL desde Microsoft Store te proporcionará las últimas actualizaciones de WSL más 
rápido.
Para más información, visita https://aka.ms/wslstoreinfo

Welcome to Ubuntu 20.04.4 LTS (GNU/Linux 5.10.102.1-microsoft-standard-WSL2 x86_64)

* Documentation:  https://help.ubuntu.com
* Management:     https://landscape.canonical.com
* Support:        https://ubuntu.com/advantage

System information as of Sat Feb  4 21:16:03 CET 2023

System load:  0.0                Processes:             8
Usage of /:   0.6% of 250.98GB   Users logged in:       0
Memory usage: 0%                 IPv4 address for eth0: 172.18.86.42
Swap usage:   0%

0 updates can be applied immediately.

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

wsl.exe --update



Making of mellivora
apt update && apt upgrade
useradd -s /bin/bash -d /var/www/vhosts -m webmaster
passwd webmaster
usermod -aG www-data webmaster
su webmaster
apt install tasksel
tasksel install lamp-server
sudo mysql
mysql_secure_installation
apt install php-curl php-pear php-mbstring
apt install -y unzip
curl -sS https://getcomposer.org/installer | php
mv composer.phar /usr/local/bin/composer
apt install -y git
su webmaster
ls /var/www/ -l
chown -R webmaster:webmaster /var/www/
chown -R www-data:www-data /var/www/mellivora/writable/
cp /var/www/mellivora/install/lamp/mellivora.apache.conf /etc/apache2/sites-
available/mellivora.conf
nano /etc/apache2/sites-available/mellivora.conf
a2dissite 000-default
a2ensite mellivora
service apache2 restart



Making of mellivora

echo "CREATE DATABASE mellivora CHARACTER SET utf8 COLLATE utf8_general_ci;" | mysql -u root -p
mysql mellivora -u root -p < /var/www/mellivora/install/sql/001-mellivora.sql
mysql mellivora -u root -p < /var/www/mellivora/install/sql/002-countries.sql
echo "CREATE USER 'falken'@'%' IDENTIFIED BY 'xDxDxD';" | mysql -u root -p
echo "GRANT ALL PRIVILEGES ON mellivora.* TO 'falken'@'%';" | mysql -u root -p
mysql -u falken -p
nano /var/www/mellivora/include/config/db.inc.php

REGISTRA UN USUARIO Y LO HACES ADMINISTRADOR

echo "UPDATE users SET class = 100 WHERE id = xD;" | mysql mellivora -u root -p



Tools VPS CLOUD

• https://www.iplocation.net/ip-lookup

• https://www.whatismyip.com/

• https://sospedia.net/mta-postfix-howto-manejar-cola/

• https://sospedia.net/setup-rapido-servidor-web-debian-based/

• https://sospedia.net/probamos-los-vps-de-clouding-io/

• https://sospedia.net/tareas-programadas-en-linux/

• https://joseblanco.pro/copia-de-seguridad-mysql-2/

• https://anothercoffee.net/how-to-fix-the-mysqldump-access-denied-process-privilege-error/

• https://dev.mysql.com/doc/refman/5.7/en/mysqldump.html#option_mysqldump_no-tablespaces

• https://www.stackscale.com/es/blog/configurar-llaves-ssh-servidor-linux/

• https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-postfix-as-a-send-only-smtp-server-on-ubuntu-18-04-es

• https://www.digitalocean.com/community/tutorials/initial-server-setup-with-ubuntu-20-04

• https://www.digitalocean.com/community/tutorials/how-to-set-up-ssh-keys-on-ubuntu-20-04

• https://www.digitalocean.com/community/tutorials/ufw-essentials-common-firewall-rules-and-commands

• https://www.linuxbabe.com/mail-server/enable-smtps-port-465-postfix

• https://www.linuxbabe.com/mail-server/setup-basic-postfix-mail-sever-ubuntu

• https://serverfault.com/questions/911172/configuring-outgoing-mail-to-port-587-on-ubuntu-postfix

https://www.iplocation.net/ip-lookup
https://www.whatismyip.com/
https://sospedia.net/mta-postfix-howto-manejar-cola/
https://sospedia.net/setup-rapido-servidor-web-debian-based/
https://sospedia.net/probamos-los-vps-de-clouding-io/
https://sospedia.net/tareas-programadas-en-linux/
https://joseblanco.pro/copia-de-seguridad-mysql-2/
https://anothercoffee.net/how-to-fix-the-mysqldump-access-denied-process-privilege-error/
https://dev.mysql.com/doc/refman/5.7/en/mysqldump.html#option_mysqldump_no-tablespaces
https://www.stackscale.com/es/blog/configurar-llaves-ssh-servidor-linux/
https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-postfix-as-a-send-only-smtp-server-on-ubuntu-18-04-es
https://www.digitalocean.com/community/tutorials/initial-server-setup-with-ubuntu-20-04
https://www.digitalocean.com/community/tutorials/how-to-set-up-ssh-keys-on-ubuntu-20-04
https://www.digitalocean.com/community/tutorials/ufw-essentials-common-firewall-rules-and-commands
https://www.linuxbabe.com/mail-server/enable-smtps-port-465-postfix
https://www.linuxbabe.com/mail-server/setup-basic-postfix-mail-sever-ubuntu
https://serverfault.com/questions/911172/configuring-outgoing-mail-to-port-587-on-ubuntu-postfix
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